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Disruptions 

A phishing email led to ransomware for the city of Riviera Beach, which shut down email and 
computer systems. The city council authorized a $600,000 ransom payment in bitcoin to unlock 
their systems and data.  

Riviera Beach, FL / Jun 2019 / Story 
 

Lake City computer systems, including email system, and phone systems were shut down by 
ransomware. After struggling to recover their systems, they agreed to pay almost $500,000 in 
ransom. 

Lake City, FL / Jun 2019 / Story Follow-up 
 

A virus infected Philadelphia’s online court system, shutting down the system for four weeks.  

Philadelphia, PA / Jun 2019 / Story 
 

A phishing attack spread a virus that caused a shutdown of Luzerne County courthouse servers and 
workstations that lasted days. 

Luzerne, PA / May 2019 / Story 

For the second time in just over a year, the city of Baltimore has been hit with ransomware, forcing 
the city to shut down the majority of its servers. 

Baltimore, MD / May 2019 / Story 
 
A ransomware attack shut down the Daviess County Public Library for three days to restore 
systems and take inventory.  

Daviess, KY / May 2019 / Story 
 
Stuart city took weeks to recover after falling victim to a phishing scam, leading to malware 
that froze the city’s servers. A bitcoin ransom was demanded, but the city refused to negotiate.  

Stuart, FL / Apr 2019 / Story 
 
The City of Augusta was shut down for four days by a ransomware attack. Computers used by 
public safety officials were also shut down by the virus.  

Augusta, ME / Apr 2019 / Story 

https://www.palmbeachpost.com/news/20190619/why-riviera-beach-agreed-to-pay-600000-ransom-payment-to-regain-data-access-and-will-it-work
https://www.tripwire.com/state-of-security/security-data-protection/lake-city-reveals-it-suffered-a-triple-threat-ransomware-attack/
https://www.actionnewsjax.com/news/local/lake-city-agrees-to-pay-460k-ransom-in-cyberattack/961420241
https://www.theverge.com/2019/6/11/18661484/philadelphia-court-system-shutdown-computer-virus-document-file-system
https://www.timesleader.com/news/745462/luzerne-county-government-addressing-cyber-attack
https://www.govtech.com/security/For-Second-Time-in-a-Year-Baltimore-Hit-With-Ransomware.html
https://www.tristatehomepage.com/news/local-news/daviess-co-library-closed-due-to-recent-ransomware-attack/1987371665
https://www.tcpalm.com/story/news/local/martin-county/2019/04/22/city-halls-ransomware-attack-may-linked-phishing-email-scam-ryuk/3540067002/
https://www.sunjournal.com/2019/04/18/city-of-augusta-hit-by-computer-virus-city-center-closed/
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Garfield County went weeks without access to its systems due to a ransomware attack. It 
eventually paid a bitcoin ransom to restore access to their systems.  

Garfield, UT / Apr 2019 / Story 

A phishing attack led to ransomware for the city of Greenville. The city’s operations were halted 
or slowed for over two weeks as the city worked to recover their data.  

Greenville, NC / Apr 2019 / Story 
 
Genesee County was hit with ransomware and their systems were affected for nearly a week.  

Genesee, WA / Apr 2019 / Story 
 
For the third time in six years, the Orange County network was infected with ransomware. 
Services were shut down for days.  

Hillsborough, NC / Mar 2019 / Story 
 
Fort Collins Loveland Water District and South Fort Collins Sanitation District had to shut down 
operations for three weeks after a ransomware attack, which was the second attack in two 
years.  

Fort Collins, CO / Mar 2019 / Story 

Data Breaches 

A breach of the Borough of Westwood, 
NJ exposed names, social security 
numbers, driver’s license numbers or 
state identification numbers, or 
financial account or credit/debit card 
information to an unauthorized third 
party.  

Westwood, NJ / Jun 2019 / Story 

A software vulnerability may have 
allowed a data breach that 
compromised customer information at 
Lewes Public Works. Information 
included names, email addresses, 
payment card information, and other 
financial information.  

Lewes, DE / Jun 2019 / Story 

An unauthorized person gained access 
to sensitive information belonging to 
employees and customers of Broome 
County. Information includes names, 

contact information, social security 
numbers, bank accounts or financial 
information, dates of birth, medical 
record numbers, patient identification 
numbers, medical or clinical 
information, health insurance and 
claims information, and credit card 
information.  

Broome, PA / Jun 2019 / Story 

The information of over 3,000 Edcouch 
residents was stolen and $40,000 in 
bitcoin was demanded by the hacker.  

Edcouch, TX / Jun 2019 / Story 

The County Administrator at Lauderdale 
County accidentally shared via e-mail 
the private information of over 100 
employees. Data included names, 
social security numbers, and phone 
numbers.  

Lauderdale, MS / Apr 2019 / Story 

https://fox13now.com/2019/04/11/ransomware-attack-hits-garfield-county-shutting-off-its-computer-access-for-weeks/
https://www.wnct.com/news/local-news/city-of-greenville-bouncing-back-from-ransomware-attack/1957044760
https://www.abc12.com/content/news/Still-not-fixed-Ransomware-attack-in-Genesee-County-will-hamper-some-county-business-again-Monday-508234311.html
https://www.cbs17.com/news/local-news/orange-county-news/hackers-demand-ransom-from-orange-county-for-3rd-time-in-6-years/1861365673
https://www.databreaches.net/page/85/
https://www.westwoodnj.gov/vertical/Sites/%7BEFC400E6-A5E3-462B-B522-F7250102DEBD%7D/uploads/Website_Notice_Data_Privacy_Incident.pdf
https://www.delaware1059.com/news/lewes-public-works-customers-may-have-had-their-information-stolen/article_d96145ae-8326-11e9-ad7a-97790676a385.html
https://www.pressconnects.com/story/news/public-safety/2019/05/31/data-security-breach-broome-ny-employee-client-information-risk/1304137001/
https://www.kveo.com/news/local-news/city-ransomed-by-hacker/
https://www.meridianstar.com/news/local_news/lauderdale-county-employees-sensitive-information-exposed/article_6644ea28-f2ad-580c-9022-7bcfa0e94f78.html
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A Dakota County employee’s email 
was hacked, compromising current and 
former clients’ personal information. 
Information included names, addresses, 
driver's license numbers, social 
security numbers, health insurance 
information, and/or medical history, 
treatment, or diagnoses information. 
Hastings, MN / Apr 2019 / Story 

A phishing attack led to the 
compromise of Thomas County School 
District’s online banking system. 
Employee payroll information such as 
names, employee ID numbers, bank 
account numbers, and bank routing 
numbers. 

Thomas, GA / Mar 2019 / Story 

 

 

Pasquotank-Camden Emergency Medical 
Services had over 40,000 medical 
records compromised due to a 
vulnerability in the county’s billing 
software which is managed by a third-
party vendor.  

Pasquotank, NC / Feb 2019 / Story 
 

Hackers gained access to payment 
information for close to 4,000 residents 
through a third-party bill processing 
company.   

Pompano Beach, FL / Feb 2019 / Story 

Financial Loss 

The third-party vendor that hosts payroll for the city of Tallahassee was hacked and paychecks 
worth $500K were diverted.  

Tallahassee, FL / Apr 2019 / Story 

 

 

https://www.co.dakota.mn.us/notices/Pages/dakota-county-provides-notification-of-data-security-incident.aspx
https://www.thomas.k12.ga.us/userfiles/612/my%20files/thomas%20county%20notice.3.4.19.pdf?id=161711
http://www.dailyadvance.com/News/2019/02/28/Cyberattack-on-EMS-compromised-40K-patient-records.html
https://www.sun-sentinel.com/local/broward/pompano-beach/fl-ne-pompano-water-bill-breach-20190223-story.html
https://www.tallahassee.com/story/news/2019/04/05/almost-500-k-swiped-city-tallahassee-payroll-hack/3379242002/
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