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Local Government Cyber Roundup: Disruptions, Data 
Breaches, Financial Loss 
Jul – Dec 2019 

Disruptions 

The city of Galt shut down their systems after being hit with a ransomware attack that brought 
down computer systems and phone lines.  

Galt, CA/ Dec 2019 / Story 

The NYPD was forced to take their fingerprint database offline when a contractor accidentally 
infected the database with a ransomware virus.  

New York, NY / Dec 2019 / Story 
 
The City of Pensacola took its network offline due to a cyber attack. More than 60,000 residents 
and employees may have had their information compromised.  

Pensacola, FL / Dec 2019 / Story 
 
East Greenwich shut down part of its network after a ransomware attack.  

East Greenwich, RI / Dec 2019 / Story 
 
The city of Norman disabled their online utility and permit payments because of the Click2Gov 
insecurity.  

Norman, OK / Nov 2019 / Story 

Port Orange disabled its utility and tax payment portal due to its vendor, Click2Gov.  

Port Orange, FL / Oct 2019 / Story 

A ransomware attack shut down systems county-wide, including 911 and emergency dispatch 
services.  

Jasper, SC / Oct 2019 / Story 

Carrollton officials struggled to regain full capabilities for over 3 weeks after a cyber attack. 
The attack affected their website, email, payment portal, and ability to issue library cards.  

Carrollton, TX / Oct 2019 / Story 

A ransomware attack on Cornelia’s computerized billing system led to a full day of lost 
productivity. It’s the third attack in a year for the county.  

Cornelia, GA / Oct 2019 / Story 

http://www.ci.galt.ca.us/Home/Components/News/News/959/30
https://www.cpomagazine.com/cyber-security/nypd-fingerprint-database-infected-with-ransomware-by-third-party-contractor/
https://www.pnj.com/story/news/2019/12/23/pensacola-pay-id-monitoring-60-000-people-following-cyberattack/2735249001/
https://www.wpri.com/news/local-news/west-bay/east-greenwich-town-computers-fall-victim-to-cyber-attack/
https://oklahoman.com/article/5646184/city-of-norman-online-utility-permit-payments-temporarily-disabled-through-nov-12
https://www.mynews13.com/fl/orlando/news/2019/10/19/port-orange-stops-online-payments-due-to-possible-breach
https://www.wtoc.com/2019/10/18/ransomware-attack-may-be-affecting-emergency-dispatch-jasper-co/
https://www.dallasobserver.com/news/recovery-continues-three-weeks-after-carrollton-cyberattack-11796410
https://accesswdun.com/article/2019/10/837119/cornelia-fends-off-third-ransomware-attack-of-the-year-upgrades-firewall
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Lee County computer network was disabled for 5 days due to a ransomware attack.  

Lee, FL / Sep 2019 / Story 

Lake County had to shut down its email server for over two weeks due to ransomware.  

Lake, IL / Sep 2019 / Story 

New Bedford was hit with Ryuk ransomware and a ransom of $5.3 million in bitcoin was 
demanded. After attempting to negotiate a smaller ransom, the city chose to restore their files 
from back-ups.  

New Bedford, MA / Jul 2019 / Story 

The town of Collierville was hit with a ransomware virus that blocked access to certain files.  
Permits, records requests, and business services had limited functionality.  

Collierville, TN / Jul 2019 / Story 

Potter County Sheriff’s office spent months getting back up to speed after a ransomware attack. 
They lost a year and a half of data due to the attack.  

Potter, TX / Jul 2019 / Story 

Onondaga Public Library System was hit with ransomware, which affected phone lines, public 
computers, wifi, and online catalogs and databases.  

Onondaga, NY / Jul 2019 / Story 

It took a week to restore Gila County’s network after a ransomware attack.  

Gila, AZ / Jul 2019 / Story 

Systems were down at the Village of Key Biscayne after being hit by a ransomware attack. 
Operations were performed manually or put on hold for days. 

Key Biscayne, AZ / Jul 2019 / Story 

 

 

 

 

 

https://www.news-press.com/story/news/local/2019/09/26/lee-county-cyber-attack-probe-may-take-months/3777841002/
https://www.chicagotribune.com/suburbs/post-tribune/ct-ptb-ransomware-attack-st-0915-20190913-5t76mqva7zg23hua5z5rl3u6rq-story.html
https://www.providencejournal.com/news/20190904/update-ransomware-attacker-demanded-53-million-from-city-of-new-bedford
https://wreg.com/2019/07/18/town-of-collierville-computer-systems-attacked-by-ransomware/
https://www.myhighplains.com/news/local-news/potter-county-sheriffs-office-continues-to-recover-from-ransomware-attack/
https://www.localsyr.com/uncategorized/onondaga-libraries-hit-by-ransomware-attack-locations-open-but-some-services-affected/
https://www.paysonroundup.com/news/gila_county/county-experiences-major-interruption-in-technical-service/article_e96e98b2-9d34-5198-b6b2-5515890bdfa7.html
https://www.miamiherald.com/news/business/article232011757.html
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Data Breaches 

Marietta utility customers had their 
credit card information compromised 
by Click2Gov. Only those that manually 
entered their information were affected 
by the breach.  

Marietta, GA / Dec 2019 / Story 

Odessa residents’ credit card 
information was also compromised by 
Click2Gov.  

Odessa, TX / Dec 2019 / Story 

City of Sugar Land residents also had 
their credit card information 
compromised by Click2Gov.  

Sugar Land, TX / Dec 2019 / Story 

Waco’s online water payment portal, 
Click2Gov, was hacked and credit card 
information was compromised for a 
period of 4-5 weeks.  

Waco, TX / Dec 2019 / Story 

An unauthorized individual had access 
to eight years of Newnan County’s 
files, which contained personal 
information.  

Newnan, GA / Dec 2019 / Story 

Cucamonga Valley Water District online 
payment users were also victims of a 
credit card data breach due to 
Click2Gov.  

San Bernadino, CA / Dec 2019 / Story 

Fort Worth Water Department users had 
their financial information 
compromised due to Click2Gov.  

Fort Worth, TX / Dec 2019 / Story 

Over 4,000 credit cards belonging to 
City of Dothan residents were 
compromised due to Click2Gov.  

Dothan, AL / Nov 2019 / Story 

City of San Angelo residents had their 
credit card information compromised 
due to Click2Gov.  

San Angelo, TX / Nov 2019 / Story 

An employee’s email account, containing 
a large amount of PII (including names, 
addresses, dates of birth, social 
security numbers, health information, 
health insurance information, financial 
account numbers, mother’s maiden 
names, and state or government 
identification numbers) was found to be 
compromised. Over 4,400 people were 
affected by a single compromised 
account.  

Pine, MN / Oct 2019 / Story 

City of San Angelo residents had their 
credit card information compromised 
due to Click2Gov.  

San Angelo, TX / Nov 2019 / Story 

The Robstown Police Department lost 
two years’ worth of evidence when 
their network was hit with ransomware.  

Robstown, TX / Sep 2019 / Story 

An email containing names, dates of 
birth, social security numbers, gender, 
salaries, and hire dates of 824 current 
and former county employees was 
accidentally sent to a former employee.  

Charleston, SC / Aug 2019 / Story 

 

https://www.mdjonline.com/news/marietta-utility-customer-data-found-on-dark-web-after-third/article_a233488c-212a-11ea-bc41-ef628c149a23.html
https://www.oaoa.com/news/government/city_of_odessa/article_26ca034a-1d36-11ea-aee8-0b737bb62a26.html
https://www.chron.com/neighborhood/sugarland/news/article/Sugar-Land-payment-system-data-breach-among-a-14909537.php
https://www.kwtx.com/content/news/Wacos-online-water-payment-portal-breached-card-data-possibly-captured-566090001.html
https://www.11alive.com/article/news/local/city-of-newnan-experiences-data-breach/85-a76aa042-9758-4403-aad9-beba3976f401
https://www.dailybulletin.com/2019/12/08/rancho-cucamonga-based-water-district-reports-data-breach/
https://www.star-telegram.com/news/local/fort-worth/article238073889.html
https://www.wtvy.com/content/news/Expert-Over-4000-credit-cards-used-for-Dothan-payments-hacked-565315641.html
https://www.gosanangelo.com/story/news/local/2019/11/13/san-angelo-water-utility-billing-has-second-security-breach/4179667002/
https://www.wcmpradio.com/post/2019/10/22/thousands-potentially-affected-in-pine-county-data-breach
https://www.gosanangelo.com/story/news/local/2019/11/13/san-angelo-water-utility-billing-has-second-security-breach/4179667002/
https://www.caller.com/story/news/crime/2019/09/13/robstown-police-evidence-reports-lost-during-data-breach/2315030001/
https://www.postandcourier.com/news/current-and-former-charleston-county-employees-impacted-in-hr-data/article_de0c5868-bd2e-11e9-bc9b-f7ae484b2de8.html
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A personal thumb drive belonging to a 
FDNY employee was stolen. The drive 
contained names, addresses, gender 
information, telephone numbers, dates 
of birth, insurance information number 
and health information.  

New York, NY / Aug 2019 / Story 

The personal data of 14,591 L.A. 
County patients was compromised 
through a hack of a contractor’s email. 
Stolen information may include names, 
dates of birth, phone numbers, account 
numbers, admission and discharge 
dates, Medi-Cal identification number, 
month and year of service. 

Los Angeles, CA / Jul 2019 / Story 

A breach of Arlington County’s payroll 
system was caused by a phishing 
attack.  

Arlington, VA / Jul 2019 / Story 

An insider threat at Florida Department 
of Children and Family Services was 
responsible for breach of personal and 
financial data of 2,000 people. 

Sarasota, FL / Jul 2019 / Story 
 

 

 

 

Financial Loss 

Bradford City Hall was able to recover quickly from a Harmah ransomware attack because they 
stored data in the cloud. However, they had to replace computers at a cost of $2,500. 

Bradford, PA / Oct 2019 / Story 

Henry County was left without access to the internet or email after a cyber attack. Among other 
disruptions, property tax collections, building permit issuances and business license requests 
could not be processed. Recovery cost the county $650K, mostly spent on consultants and 
computer specialists. 

Henry, GA / Jul 2019 / Story 

LaPorte County officials paid $132,000 in bitcoin to hackers after a ransomware attack locked 
up all their files, including backups.  

LaPorte, IN / Jul 2019 / Story 

https://www.nbcnewyork.com/news/local/fdny-ems-notifies-more-than-10000-patients-possible-data-breach/1509138/
https://www.dailynews.com/2019/07/09/data-breach-exposes-information-of-nearly-15000-patients-of-la-countys-department-of-health-services-officials-say/
https://www.arlnow.com/2019/07/10/arlington-investigating-cyber-attack-on-county-payroll-system/
https://www.usnews.com/news/best-states/florida/articles/2019-07-03/sheriff-dcf-employee-behind-data-breach-affecting-2-000
http://www.bradfordera.com/news/local/bradford-city-hall-nearly-back-to-normal-after-hacking/article_34a0cfaa-f96d-53eb-b6c5-e00463130136.html
https://www.cisomag.com/henry-county-malware-attack/
https://fox59.com/2019/07/18/an-indiana-county-just-paid-hackers-over-100k-in-ransom-and-theyre-not-alone/
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