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Disruptions 

The network servers for Confluence Charter Schools in St. Louis were hacked in April. The hacking 
affected the schools' emails, phones, student information system and payroll system, with 
some files made unrecoverable. 
 
St. Louis, MO / Apr 2017 / Story 
 
A hacker used malware to infect the school’s computers, forcing students, teachers and 
administrators at Pekin Community High School to forgo their computer systems. 
 
Pekin, IL / Apr 2017 / Story 
 
Student and teacher records from Forsyth Public Schools were corrupted when their systems were 
hit with malware. Student data, stored in a third party management system, was retrievable. 
However teacher data, stored on the district’s servers, was unrecoverable at the time the article 
was printed. 
  
Forsyth, MT / Mar 2017 / Story 
 
Internal documents were left encrypted and inaccessible after a ransomware attack on 
Kanawha County Schools.  
 
Kanawha, WV / Jan 2017 / Story 
 

Data Breaches 

A Niskayuna Central School District 
employee’s laptop was stolen. The 
laptop contained names, dates of birth, 
and addresses for almost 1,000 
students. 

Niskayuna, NY / May 2017 / Story 
 
Due to a software malfunction of third 
party software, PII of approximately 
600 Mt. Diablo Unified School District 
students was exposed. Accessible 
information included addresses, home 
phone numbers, immunization records, 

required medication, medical history, 
grades, class schedules, test scores, 
parent email addresses, attendance 
records, and transcripts. 

Concord, CA / Apr 2017 / Story 
 
A third party vendor’s software was 
hacked, exposing user names, 
encrypted passwords, and e-mail 
addresses of over 33,000 current and 
past Williamson County Schools’ 
students. This breach has affected 

http://www.stltoday.com/news/local/education/confluence-charter-school-servers-are-hacked/article_d2b19142-1720-5a83-a0f7-861edcf01d57.html
http://www.pjstar.com/news/20170426/pekin-high-school-subject-of-cyberattack
http://lastbestnews.com/site/2017/03/hackers-hit-forsyth-schools-server-cause-disruptions/
http://www.wsaz.com/content/news/Kanawha-County-Schools-repairing-system-after-ransomware-hack-410548615.html
http://news10.com/2017/05/24/niskayuna-school-lap-top-stolen-945-students-personal-information-on-device/
https://oag.ca.gov/system/files/Revised%20Data%20Breach%20Letter%205-12-17_0.pdf?
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multiple school districts using this vendor’s 
software. 

Williamson, TN / May 2017 / Story 
 
Thousands of employees became 
potential victims of tax fraud when a 
Tipton School employee emailed a PDF 
document containing W-2s of school 
employees to someone posing as the 
Director of Schools. 
 
Covington, TN/ Jan 2017 / Story 
 
About 3,300 Greenwood School District 
50 employees and their dependents 
had personal information compromised 
after an unauthorized user accessed 
employee emails as well as current 
and former employee payroll accounts. 
W-2s were compromised in the breach.  
 
Greenwood, SC / Apr 2017 / Story 
 
Some employees of Cleveland 
Metropolitan School District fell victim 
to a phishing scam that stole their 
login credentials. Information accessible 
to the scammer included name, Social 
Security number, driver’s license 
number, medical record number, 
and/or medical history. 
 
Cleveland, OH/ Apr 2017 / Story 
 
 
 
 
 
 
 
 
 
 

Personal employee information including 
job title, salary, home address, Social 
Security number, employee number, 
and work location, was accidentally 
emailed to over 2,000 Sunnyside 
Unified School District employees.   
Tuscon, AZ/ Mar 2017 / Story 
 
The South Washington County school 
district’s server was hacked by a 
student. Over 15,000 records with 
student names, Social Security 
numbers and addresses were stolen. 
 
Cottage Grove, MN / Feb 2017 / Story 
 
Confidential information on Chicago 
Public Schools students, including medical 
conditions and dates of birth, were 
stored on unsecured websites 
accessible by the public. Over 1,600 
records were found, dating back to 
2013. 
 
Chicago, IL/ Feb 2017 / Story 

 

Odessa School District’s employees’ 
personal information was breached 
when someone pretending to be the 
superintendent requested and was sent 
employees’ W-2s. 
 
Odessa, MO/ Jan 2017 / Story 
 
Personal information, including Social 
Security numbers, of Dracut Public 
Schools employees was stolen in a 
cyberattack. An employee for what was 
described as a sophisticated phishing 
scheme. 
  
Dracut, MA / Jan 2017 / Story 
 

 

 

http://fox17.com/news/local/williamson-county-schools-warns-parents-of-security-breach-in-studentteacher-software
https://drive.google.com/file/d/0B2H5DcP67HRtOEppYUF3ZUl5T0k/view
http://www.indexjournal.com/news/d-notifies-parents-staff-about-data-breach/article_24602c10-5e93-58f4-a13b-6b680df65fbd.html
https://www.databreaches.net/cleveland-metropolitan-school-district-discloses-phishing-related-incident/
http://www.tucsonnewsnow.com/story/34679245/sunnyside-school-district-accidentally-releases-employees-personal-information
http://www.startribune.com/south-washington-school-district-investigating-student-hacking-incident/414524663/
http://chicago.suntimes.com/news/cps-privacy-breach-bared-confidential-student-information/
http://www.kmbc.com/article/odessa-one-of-eight-school-districts-targeted-in-e-mail-phishing-scam/8640938
http://www.lowellsun.com/news/ci_30726286/dracut-schools-hacked
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