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K-12 Cyber Roundup: Disruptions, Data Breaches, Financial 
Loss 
Jan – Jun 2018 

Disruptions 

Online state testing was disrupted by a cyber-attack on the company handling the testing. 

Greene, TN / Apr 2018 / Story 
 
Pineland Regional School District network files were locked by Emotet virus.  

Ocean County, NJ / Mar 2018 / Story 
 
A ransomware infection, delivered via email, encrypted the Chester County School network 
and demanded a bitcoin ransom. The network was down for several days.  

Chester, SC / Jan 2018 / Story 
 
Six weeks after a ransomware attack, Jerome School District does not have full functionality of 
systems and is still using a temporary website. The District declined to pay a four bitcoin 
ransom. 

Jerome, ID / Jan 2018 / Story 

District websites were brought down by a ransomware attack on Roseburg Public Schools.   

Roseburg, OR / May 2018 / Story 
 

 

Data Breaches and Disclosures 

Over 3,700 student names, student ID 
numbers, phone numbers, and email 
addresses were shared accidentally by 
a Chicago Public School employee on a 
Blackboard site accessible by families. 

Chicago, IL / Jun 2018 / Story 

 
Hackers unleashed a phishing attack 
posing as a regional organization in 
order to steal victims’ login 
information. Login information was used 
to access email accounts and files, which 
contained student Individualized 
Education Plans, 504 Plans, and other 

academic records. Student and parent 
names, dates of birth, email addresses, 
and insurance information was also put 
at risk. 

Fredericksburg, VA / May 2018 / Story 

 
Partial social security numbers of more 
than 1,200 employees at Irvington 
schools were distributed via email.   

Irvington, NJ / Apr 2018 / Story 

 
 

https://www.greenevillesun.com/news/local_news/county-schools-testing-disrupted-by-suspected-hacking/article_cd29177a-e37a-5c2c-b5c2-baba5b39306a.htmlhttps:/www.greenevillesun.com/news/local_news/county-schools-testing-disrupted-by-suspected-hacking/article_cd29177a-e37a-5c2c-b5c2-baba5https:/www.greenevillesun.com/news/local_news/county-schools-testing-disrupted-by-suspected-hacking/article_cd29177a-e37a-5c2c-b5c2-baba5b39306a.htmlb39306a.html
https://thesandpaper.villagesoup.com/p/pinelands-regional-school-district-computers-hit-by-emotet-virus/1729834
http://www.wbtv.com/story/37398272/chester-county-school-computer-systems-still-down-officials-talking-with-hackers
http://www.readingeagle.com/ap/article/idaho-school-works-to-recover-data-weeks-after-cyberattack
https://www.nrtoday.com/news/public_safety/roseburg-public-schools-computer-system-hacked/article_22c805d9-7f4a-5646-a832-b9711b23be32.html
https://chicago.suntimes.com/news/cps-data-breach-exposes-private-student-data/
https://www.fredericksburg.com/news/local/fredericksburg/hackers-break-into-fredericksburg-school-system-s-emails-file-system/article_d2b4e537-83ae-5160-8d6c-bbccf705e75a.html
https://www.nj.com/essex/index.ssf/2018/04/partial_social_security_numbers_for_1200_school_em.html
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Florida Virtual School was hit with a 
massive data breach. Over 368k 
student records and 543k email 
addresses were affected. Student 
names, dates of birth, school account 
usernames and passwords, physical 
school identification, as well as 
parents’ names and parent emails. 
Additionally, in Leon County, names, 
social security numbers, and other 
demographic information were 
compromised for certain teachers. 

Florida / Mar 2018 / Story 

 

A foreign hacker gained access to the 
Nampa school district network through 
a user’s email address. Close to 4,000 
current and past employees’ names, 
Social Security numbers, birth dates, 
and/or financial account information 
were put at risk.  

Nampa, ID / Mar 2018 / Story 

 
Payroll information including Social 
Security numbers were accidentally 
posted on the Livingston County School 
District public website.  

Livingston, KY / Feb 2018 / Story 

 

Financial Loss 

Students at Bloomfield Hills School in Michigan hacked into their school’s database to change 
grades, attendance and reduce lunch balance accounts. 

Bloomfield Hills, MI / May 2018 / Story 

Leominster school district paid $10,000 in bitcoin to hackers that gained control of their network. 

Leominster, MA / Apr 2018 / Story 

 

 

http://www.tampabay.com/blogs/gradebook/2018/03/13/florida-virtual-school-warns-of-massive-data-breach/
https://www.kivitv.com/news/nampa-school-district-investigating-security-breach
https://www.wpsdlocal6.com/2018/02/12/livingston-county-schools-teachers-staff-fear-identity-theft/
https://www.metrotimes.com/city-slang/archives/2018/05/18/bloomfield-hills-high-schoolers-hack-database-to-give-themselves-better-grades
http://www.telegram.com/news/20180426/leominster-pays-10k-in-bitcoin-ransom-to-undo-cyberattack-on-schools
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