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K-12 Cyber Roundup: Disruptions, Data Breaches, Financial 
Loss 
Jan – Jun 2019 

Disruptions 

Oklahoma City Public Schools was compromised with malware, facing both disruptions in email 
services and deletions of data.  

Oklahoma City, OK / May 2019 / Story 

Sugar-Salem School District 322 was hit with ransomware, causing them to shut down all online 
access for two days.  

Sugar City, ID / Apr 2019 / Story 

Taos Municipal Schools suffered a ransomware attack that affected email, classroom 
instruction, and the district website. It took a month to get their systems back up and running.  

Taos, NM / Mar 2019 / Story 

The Newport School District was hit with a phishing attack that led to a disruption that lasted 
two to three weeks. 

Newport, PA / Mar 2019 / Story 

Mount Zion School District experienced a network disruption for the second time in a few months, 
this time due to a ransomware attack by a foreign hacker.  

Mount Zion, IL / Feb 2019 / Story 

 

 

 

 

 

 

 

 

 

https://kfor.com/2019/05/14/okcps-confirms-ransomware-cyber-attack/
https://www.eastidahonews.com/2019/04/ransomware-takes-down-servers-at-local-school-district/
https://www.taosnews.com/stories/taos-schools-overcome-ransomware-attack-on-computers,56019
https://www.pennlive.com/perry-county-times/2019/03/cyber-attack-at-newport-schools-didnt-expose-student-data.html
https://herald-review.com/news/state-and-regional/crime-and-courts/foreign-hackers-infiltrate-mount-zion-school-district-computer-system-most/article_ee9376f3-85e9-53b7-a490-721660f2f151.html
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Data Breaches 

Names, dates of birth, and social 
security numbers of 7,000 students 
were compromised when a staff 
member’s account was hacked.  

Hopkins, KY / Jun 2019 / Story 

An employee transferred student 
information for several thousand 
students to a personal email account.  

Jefferson City, MO / May 2019 / Story 

Paterson Public Schools experienced a 
major data breach with more than 
23,000 usernames, passwords and 
other login credentials stolen.  

Paterson, NJ / May 2019 / Story 

The San Francisco Unified School District 
alerted families of current and former 
students at Buena Vista Horace Mann 
that their students’ data was shared with 
non-District personnel.  

San Francisco, CA / Apr 2019 / Story 

A data entry error exposed the names, 
addresses, grade point averages and 
college entrance exam scores of nearly 
two dozen students to users other than 
their parents.  

Arlington, VA / Apr 2019 / Story 

Employees of the Carmel Unified School 
District fell for a phishing scam and 
compromised personal information of 
other District employees. Personal 
information included social security 

numbers of employees and their 
spouses and children, marriage and 
birth certificates, and doctor’s notes. 

Carmel, CA / Mar 2019 / Story 

The Thomas County School District 
network was breached by hackers who 
obtained employee payroll 
information, including bank account 
numbers. 

Thomas, GA / Mar 2019 / Story 

Worcester School Department gave a 
third-party vendor the last four digits 
of teachers’ social security numbers to 
use as a password.  

Worcester, MA / Mar 2019 / Story 

Four high school students breached the 
Dickinson High School computer 
system to change grades. 

Jersey City, NJ / Feb 2019 / Story 

A Centinela Valley Union High School 
District employee was phished for 
employee W-2s, which include sensitive 
information like names, addresses, 
social security numbers, and wage 
information. 

Lawndale, CA / Feb 2019 / Story 

Student test scores were accidentally 
emailed to all parents at Hallsville 
Elementary School.  

Manchester, NH / Feb 2019 / Story 

 

https://www.the-messenger.com/news/local/article_be9a823f-e7f8-59c8-8668-16289301d8e3.html
https://www.abc17news.com/news/jcps-employee-violated-student-information-security-protocol/1081935768
http://patersontimes.com/2019/05/13/paterson-23000-school-district-passwords-stolen-in-data-breach/
https://www.databreaches.net/san-francisco-unified-school-district-notifies-families-of-buena-vista-horace-mann-students-about-data-security-incident/
https://www.arlnow.com/2019/04/26/just-in-aps-informs-parents-of-limited-data-breach/
https://www.databreaches.net/wp-content/uploads/Carmel-Unified-Phishing-Incident-CA-Attorney-General-Sample_0.pdf
http://www.thomas.k12.ga.us/userfiles/612/my%20files/thomas%20county%20notice.3.4.19.pdf?id=161711
https://www.telegram.com/news/20190308/release-of-employees-partial-social-security-numbers-troubles-worcester-teachers-school-committee-members
https://www.nj.com/hudson/2019/02/4-dickinson-high-students-accused-of-hacking-computer-system-changing-grades.html
https://oag.ca.gov/system/files/Centinela%20Adult%20Notification%20Letter%20Sample_0.pdf
https://www.unionleader.com/news/education/manchester-school-officials-confirm-data-breach-saying-student-scores-were/article_b7e450f6-d191-59a2-8667-b7bbf9b3a081.html
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Financial Loss 

An undisclosed amount of money has been compromised due to a cyberattack at Aurora City 
Schools.  

Aurora, OH / Mar 2019 / Story 

Jackson County paid over $400,000 to hackers to decrypt their network after a ransomware 
attack.  

Jackson, GA / Mar 2019 / Story 

Scott County Schools learned it had fallen victim to a vendor payment phishing scam after a 
vendor reported non-payment. The District lost $3.7 million.  

Georgetown, KY / Apr 2019 / Story 

 

https://www.ohio.com/news/20190301/aurora-school-disctricts-finances-compromised-in-cyberattack
https://www.onlineathens.com/news/20190308/cyber-attack-forces-jackson-county-to-pay-400k-ransom
https://www.wkyt.com/content/news/Scott-County-Schools-victim-of-37-million-scam-509017341.html

	Disruptions
	Data Breaches
	Financial Loss

