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K-12 Cyber Roundup: Disruptions, Data Breaches, Financial 
Loss 
Jan – June 2020 

Disruptions 

Student accounts were disabled after administrators discovered 14 student accounts were 
accessed by outside IP addresses.  

Duluth, MN / Jun 2020 / Story 

Jay Public Schools experienced a cyber attack that spread from one computer to the district 
server causing them to shut down their systems.  

Jay, OK / Mar 2020 / Story 

Spartanburg County school district employees were unable to access the network or the internet 
after a ransomware attack.  

Spartanburg, SC / Mar 2020 / Story 

Gadsden Independent School District was forced to shut down their network after being hit with 
Ryuk ransomware. Data was expected to be locked for at least a week.  

El Paso, TX / Feb 2020 / Story 

Ransomware shut down all South Adams Schools District’s systems, including heating and 
security systems for a short time.  

Berne, IN / Feb 2020 / Story 

The Columbus County school system required weeks of help from the National Guard to recover 
their systems after a cyber attack. It cost the school district $900K.  

Columbus, NC / Feb 2020 / Story 

Teachers and staff were locked out of their computers and phone lines were shut down in a 
ransomware attack.  

Los Altos, CA / Feb 2020 / Story 

A ransomware attack disabled multiple laptops and computers.  

Crystal Lake, IL / Feb 2020 / Story 

Report cards were delayed when the network and phone systems went down due to a 
ransomware attack. 

https://www.duluthnewstribune.com/news/education/6521180-Duluth-school-district-addresses-cyber-security-breach
https://www.fourstateshomepage.com/news/jay-schools-working-to-recover-from-cyber-attack/
https://www.goupstate.com/news/20200303/spartanburg-school-district-1-hit-with-ransomware-attack
https://www.ktsm.com/local/el-paso-news/gadsden-isd-has-shut-down-its-internet-system-due-to-ransomware/
https://www.wane.com/news/local-news/south-adams-schools-hit-with-ransomware-cyber-attack/
https://www.wect.com/2020/02/18/columbus-county-schools-gives-progress-update-after-cyber-hack-wiped-systems/
https://www.losaltosonline.com/news/sections/schools/209-school-news/61785-mvla-suffers-ransomware-attack
https://www.nwherald.com/2020/01/27/district-155-network-monitoring-systems-infected-with-ransomware-superintendent-says/ah2in7g/


www.cybersafeworkforce.com 
 

Bakersfield, CA / Jan 2020 / Story 

Every school, office, and most services in the district were affected by a ransomware attack.  

Contra Costa, CA / Jan 2020 / Story 

Schools were forced to close for two days when a ransomware attack affected phones, copiers, 
classroom technology, and heating systems. 

Richmond, MI / Jan 2020 / Story 

Vernon schools went without access to email or the internet for at least one day as officials 
investigated a cyber attack. 

Vernon, CT / Feb 2020 / Story 

Jackson Public Schools shut down their network after their systems were locked by a possible 
ransomware attack.  

Jackson, MS / Feb 2020 / Story 

Hundreds of computers were shut down for days following a ransomware attack.  

Nacogdoches, TX / Feb 2020 / Story 

Havre Public School’s network was shut down for a week as it recovered from a Ryuk 
ransomware attack.   

Havre, MT / Feb 2020 / Story 

 

 

Data Breaches 

A school email listserv was breached 
and explicit messages were sent to high 
school students.  

DeWitt, NY / Jun 2020 / Story 

A second grader in the Palm Beach 
County School District was able to hack 
into all students’ accounts after 
figuring out the password naming 
convention used for student 

passwords. Over 176,000 students 
were potentially affected. 

Palm Beach, FL / May 2020 / Story 

A hacker accessed Chapel Hill-Carrboro 
Schools’ email system and sent an email 
posing as administration.  

Chapel Hill, NC / May 2020 / Story 

https://www.turnto23.com/news/local-news/pbvsd-ransomware-attack-will-delay-report-cards
https://www.ktvu.com/news/pittsburg-unified-school-district-hit-with-ransomware-attack
https://nbc25news.com/news/local/hackers-demand-richmond-community-schools-to-pay-10000-in-bitcoin
https://patch.com/connecticut/vernon/no-e-mail-internet-vernon-schools-monday-amid-security-check
https://www.wlbt.com/2020/02/22/jackson-public-schools-network-hacked-teachers-staff-cannot-use-computers/
https://www.ktre.com/2020/02/12/city-garrison-nacogdoches-isd-investigate-recent-ransomware-attack/
https://www.mtpr.org/post/how-havre-public-schools-handled-ransomware-attack
https://www.syracuse.com/schools/2020/06/jamesville-dewitt-high-school-student-email-list-breached-explicit-messages-sent.html
https://bocanewsnow.com/2020/05/12/coronavirus-massive-palm-beach-county-school-district-student-password-breach/
https://nsjonline.com/article/2020/05/chapel-hill-carrboro-schools-e-mail-hacked-by-rick-rollers/


www.cybersafeworkforce.com 
 

New York City schools banned the 
videoconferencing app Zoom after 
multiple hacks including 
“zoombombings,” hijacking of 
webcams and the sharing of student 
information with third parties like 
Facebook.  

New York City, NY / Apr 2020 / Story 

Unauthorized access to sensitive 
information and photos went on for 
months in a G-Suite for Education 
environment.  

Hillsboro, MO / Mar 2020 / Story 

A third-party compromised in a phishing 
attack affected 658 Brunswick County 

Schools employees. Compromised 
information included names, addresses, 
dates of birth, and social security 
numbers. 

Brunswick, NC / Feb 2020 / Story 

The same third-party breach that 
affected Brunswick also affected Lincoln 
County School employees. Names and 
social security numbers were affected. 

Lincoln, NC / Feb 2020 / Story 

Torrey Pines High School online grading 
system was breached.   

San Diego, CA / Feb 2020 / Story 

 

Financial Loss 

San Felipe Del Rio Consolidated Independent School District fell victim to a BEC wire fraud scam 
that cost them over $2M.   

Del Rio, TX / Feb 2020 / Story 

The Manor Independent School District fell victim to a wire fraud phishing scam that resulted in 
the loss of $2.3M.  

Manor, TX / Jan 2020 / Story 

 

https://www.fastcompany.com/90486586/zoom-banned-from-new-york-city-schools-due-to-privacy-and-security-flaws
https://www.kmov.com/news/detectives-investigate-data-breach-at-jefferson-county-school-district/article_980ee24e-5ce4-11ea-a432-279ea4f92b87.html
https://www.wwaytv3.com/2020/02/28/data-breach-potentially-impacts-hundreds-of-brunswick-county-schools-employees/
https://www.wsoctv.com/news/local/data-breach-exposes-several-lincoln-county-schools-workers-private-information/IJZYPS44U5EVHH7KRXALIJTVY4/
https://www.kusi.com/school-district-officials-investigating-possible-breach-of-online-grading-system/
http://delrionewsherald.com/news/article_1f176a30-5a93-11ea-b966-07acc61d623f.html
https://www.ksat.com/news/texas/2020/01/11/texas-school-district-loses-23-million-from-phishing-scan/
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