K-12 Cyber Roundup: Disruptions, Data Breaches, Financial
Loss

Jul — Dec 2020

Disruptions

Online schooling organization K12 was hit with ransomware in back-office systems containing
student data. The organization paid the ransom in the hopes that the student data will not be
released.

Nationwide / Dec 2020 / Story

Gardiner Public Schools was the victim of a ransomware attack.

Gardiner, MO / Dec 2020 / Story

Huntsville City Schools cancelled school and urged all users to power off devices and not to log
on to the network after they were hit with ransomware.

Huntsville, AL / Dec 2020 / Story

Weslaco ISD was attacked with ransomware and virtual instruction was disrupted.

Weslaco, TX / Dec 2020 / Story

A seventh-grade class was disrupted by a zoombomber sharing pornography.

South Amherst, OH / Dec 2020 / Story

A virus caused officials to shut down the district’s internal network.

El Paso, TX / Dec 2020 / Story

Baltimore County Schools were forced to close schools and shut down the network for several
days due to a “catastrophic” ransomware attack.

Baltimore, MD / Nov 2020 / Story

Oglethorpe County school district cancelled school for two days after a ransomware attack
locked up their network and phone systems.

Oglethorpe, GA / Nov 2020 / Story

Mansfield schools were affected by a Distributed Denial of Services (DDOS) attack that affected
staff and student access.

Mansfield, MA / Nov 2020 / Story


https://www.bleepingcomputer.com/news/security/k12-online-schooling-giant-pays-ryuk-ransomware-to-stop-data-leak/
https://www.databreaches.net/statement-by-gardiner-public-schools-about-ransomware-attack/
https://www.waaytv.com/content/news/Huntsville-City-Schools-cancels-classes-Tuesday-due-to-ransomware-threat--573241121.html
https://www.krgv.com/news/fbi-investigating-a-ransomware-attack-on-weslaco-isd-s-computer-network/
https://chroniclet.com/news/245008/firelands-middle-school-online-classes-suspended-following-zoom-bombing-incident/
https://kvia.com/news/education/2020/12/11/sisds-internal-computer-network-taken-down-due-to-virus/
https://www.baltimoresun.com/maryland/baltimore-county/cng-co-baltimore-county-schools-closed-network-issue-20201125-drhmnq5ilraplea2h4v7p4pn34-story.html
https://www.onlineathens.com/story/news/crime/2020/11/19/ransomware-attack-cripples-oglethorpe-county-school-system/114990360/
https://www.thesunchronicle.com/news/local_news/mansfield-schools-hacked-working-to-resolve-issues/article_677ff10f-8e5a-5ba8-af80-bdb87bd341a9.html

Students at an elementary school in Virginia Beach were subject to lewd pictures in a “zoom-
bombing” during virtual instruction.

Virginia Beach, VA / Oct 2020 / Story
Springfield Public Schools were forced to shut down due to a ransomware attack.
Springfield, MA / Oct 2020 / Story

Toledo Public Schools suffered from a DDoS attack that disrupted virtual classes on the first day
of school.

Toledo, OH / Sep 2020 / Story

A ransomware attack caused Hartford School District to postpone the first day of school.

Hartford, MA / Sep 2020 / Story

A DDoS attack caused intermittent internet outages for a week.

Lindenhurst, NY / Sep 2020 / Story

A DDoS attack caused intermittent internet outages over a 24-hour period.
Bayshore, NY / Sep 2020 / Story
A 13-year-old student was arrested for hacking into the school’s network and disconnecting

students from their online classrooms.

Valparaiso, IN / Sep 2020 / Story

School officials were forced to scan, reimage, wipe and reinstall Windows on every school
device after a ransomware attack.

Corpus Christi, TX / Sep 2020 / Story

Virtual education was disrupted by ransomware. Officials expected full restoration to take
several weeks.

Floral Park, NY / Sep 2020 / Story

Schools closed for two days due to ransomware.

Bernardsville, NJ / Sep 2020 / Story

An unidentified user entered a Google Meet virtual class and made racist and derogatory
remarks.

Chesterfield, VA / Sep 2020 / Story


https://www.13newsnow.com/article/news/local/mycity/virginia-beach/inappropriate-image-pops-up-during-virginia-beach-virtual-class-for-5th-graders/291-081efe5d-caf5-4df5-9dac-dfef968e5f89
https://www.bleepingcomputer.com/news/security/massachusetts-school-district-shut-down-by-ransomware-attack/
https://www.13abc.com/2020/10/19/toledo-public-schools-vows-support-for-staff-affected-by-data-breach/
https://www.bleepingcomputer.com/news/security/ransomware-delays-first-day-of-school-for-hartford-connecticut/
https://patch.com/new-york/lindenhurst/lindenhurst-school-district-cyberattack-caused-internet-outage
https://www.bayshore.k12.ny.us/news.cfm?story=10573&school=180
https://www.nwitimes.com/news/local/crime-and-courts/13-year-old-student-nabbed-in-cyber-attacks-on-valpo-schools-police-say/article_fca76fbd-ca68-5e32-82f5-1d921380afb5.html
https://www.kristv.com/news/local-news/school-district-reaches-out-to-fbi-following-cyberattack
https://theislandnow.com/new_hyde_park-108/floral-park-bellerose-school-district-hit-with-ransomware-attack/
https://www.nj.com/education/2020/09/school-district-had-to-shut-down-in-person-classes-because-of-ransomware-attack-superintendent-says.html
https://www.wavy.com/news/virginia/chesterfield-county-public-schools-battles-hackers-as-school-year-begins/

A hacker accessed a virtual classroom and made racist comments and shared pornographic
images with a 5™ grade class.

Woashington, PA / Sep 2020 / Story

A DDoS attack on the district’s web filtering software provider caused outages on school and
student devices.

Pickens, SC / Sep 2020 / Story

A high school student perpetrated a DDoS attack on the district’s network, disrupting virtual
education.

Miami, FL / Sep 2020 / Story

Some systems on the network were locked by a ransomware attack.

Taunton, MA / Sep 2020 / Story

Officials shut down the network due to a ransomware attack. Systems were restored quickly, but
the district failed to notify parents in a timely manner.

Mansfield, OH / Sep 2020 / Story

A DDoS attack disrupted internet service and online learning.

Elkhart, IN / Aug 2020 / Story

Distance learning was cancelled for at least two days due to a ransomware attack.

Waynesville, NC / Aug 2020 / Story

The first day of school was postponed by three days due to a ransomware attack.

Ponca, OK / Aug 2020 / Story

A district parent meeting was zoombombed and cut short.

Rochester, NY / Aug 2020 / Story

A cyber attack affected internet connectivity and other systems for two days.

New Palestine, IN / Aug 2020 / Story

The district website was down for three days due to a DDoS$ attack on its vendor.

Hudson, TX / Aug 2020 / Story

A zoombomber shared profane and explicit content during a Parent Teacher Student
Organization meeting.

Las Cruces, NM / Jul 2020 / Story


https://www.post-gazette.com/news/education/2020/09/09/Trinity-Area-School-District-Zoom-security-breach-remote-online/stories/202009090190
https://www.wyff4.com/article/pickens-county-school-district-internet-outage-caused-by-cyberattack-district-says/33955313
https://www.nbcnews.com/tech/security/miami-high-schooler-charged-cyberattacks-stopped-online-learning-n1239219?
https://amp.tauntongazette.com/amp/114526002
https://www.richlandsource.com/education/mansfield-city-schools-no-personal-data-compromised-during-cyber-attack/article_eefc78fa-ec72-11ea-b71a-83f8d7b201bf.html
https://www.wndu.com/2020/08/20/baugo-community-schools-dealing-with-cyber-attack/
http://my40.tv/news/local/ransomware-attack-shuts-down-haywood-county-schools
https://www.news9.com/story/5f3bad1f55188c0bb8c691ad/ponca-city-public-schools-address-cyber-attack-
https://www.rochesterfirst.com/news/rcsd-reopening-forum-hacked-on-zoom/
https://www.wrtv.com/news/education/hancock-county-school-district-hit-by-cyber-attack-internet-connectivity-affected
https://lufkindailynews.com/news/community/article_66ef2660-d683-11ea-a23e-6b6bbd618499.html
https://www.krwg.org/post/las-cruces-middle-school-zoom-meeting-hacked-investigation-underway

Data Breaches

A burglary of a portable USB led to the
compromise of employee social
security numbers.

Helena, MT / Dec 2020 / Story

A teacher’s email account was hacked
and used to send out offensive and
harassing emails to students and others
in the community.

Skokie, IL / Nov 2020 / Story

Two high school students accessed the
names and social security numbers of
students in the district.

Sherman, TX / Nov 2020 / Story

Township High School District 211’s
communication system was hacked
and lewd emails, text messages, and
phone calls were disseminated.

Palatine, IL / Nov 2020 / Story

Two Westchester school districts were
compromised by ransomware and
forced to restore data from back-ups.

Westchester, NY / Oct 2020 / Story

Hackers stole and released 9GB of data
including names, addresses, dates of
birth, phone numbers, and social
security numbers belonging to faculty,
staff, and students.

Toledo, OH / Oct 2020 / Story

Hackers stole and released personal
information such as employee names,
social security numbers and some
health information.

Fairfax, VA / Oct 2020 / Story

There was a breach of a district
financial account.

Waynesboro, MS / Oct 2020 / Story

An issue with a third-party app,
SchoolMessenger, allowed parents to
see the names, email, and phone
numbers of other parents and students
in the district.

Mount Diablo, CA / Sep 2020 / Story

Personal information of current and
former staff and students such as
names, social security numbers, and
state ID numbers were potentially
compromised due to a network intrusion.

Park Hills, MO / Sep 2020 / Story

A glitch with a third-party vendor,
EdGear, caused a text message
containing login information for one of
86 students to be sent to 42,000
families.

Harvey, LA / Aug 2020 / Story


https://media.dojmt.gov/wp-content/uploads/helenaSamp.pdf
https://patch.com/illinois/skokie/beyond-troubling-emails-sent-hacked-teachers-account
https://www.kxii.com/2020/11/20/police-investigate-sherman-isd-data-breach/
https://abc7chicago.com/school-district-211-hack-207-219-chicago-suburban-districts/7989085/
https://www.lohud.com/story/news/education/2020/10/15/yorktown-croton-harmon-schools-suffer-cybersecurity-attacks/3668883001/
https://www.infosecurity-magazine.com/news/major-data-breach-at-ohio-school/
https://patch.com/connecticut/vernon/no-e-mail-internet-vernon-schools-monday-amid-security-check
https://www.wdam.com/2020/10/05/cyberattack-targets-wayne-county-school-district/
https://oag.ca.gov/system/files/Notice%20of%20Data%20breach%20-%20School%20Messenger_1.pdf
https://dailyjournalonline.com/news/local/education/west-county-provides-notice-of-data-breach-last-year-no-identity-theft-reported-so-far/article_0b9e0fb9-6fa1-5100-aca1-5204432a0403.html
https://www.nola.com/news/education/article_2daf1d76-e194-11ea-ada1-634645bb8f57.html

Financial Loss

Sheldon ISD paid $207K in ransom after a ransomware attack that locked their email, data,
and security systems.

Sheldon, TX / Oct 2020 / Story

Athens ISD paid a $50K ransom to unencrypt their servers and backup systems after a
ransomware attack.

Athens, TX / Jul 2020 / Story


https://abc13.com/sheldon-isd-forced-to-pay-nearly-$207k-to-server-hackers-/7036662/
https://www.ketk.com/news/education/athens-isd-pays-50k-for-release-of-data-in-ransomware-attack/
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