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University Cyber Roundup: Disruptions, Data Breaches, 
Financial Loss 
Jan – Jun 2018 

Disruptions 

MVSU IT Department was forced to shut down the school’s internet service after a ransomware 
attack hit the school.  

Mississippi Valley State University / Mar 2018 / Story 
 
A data breach at the University of Alaska allowed a third party hacker to change the email 
addresses of 50 users, locking them out of their accounts.  

University of Alaska / Feb 2018 / Story 

Data Breaches and Disclosures 

Patients of Purdue University Pharmacy 
were alerted to a potential breach of 
their private information when an 
unauthorized access file was found on 
a pharmacy computer. Affected data 
included patient names, identification 
numbers, dates of birth, dates of 
service. Further, a second case of 
malware was found on a Pharmacy 
computer, jeopardizing driver’s license 
numbers and Medicare information. 

Purdue University Pharmacy /  
May 2018 / Story 
 
NetID, the University of Vermont portal 
that grants access to email, class 
registration, and grades, was breached. 
Approximately 37,000 current and 
former faculty and staff were affected. 

University of Vermont, VT / May 2018 / 
Story 
 
Students and staff at the University of 
Toledo received a letter in May 
informing them that a USB flash drive 
containing their personal information 
was lost in January. Information on the 
flash drive included names, addresses, 

social security numbers, and possibly 
birth dates. 

University of Toledo, OH /  
May 2018 / Story 
 
Close to 2,700 current and former 
students and staff at the University of 
Buffalo had their login information 
compromised. 

University of Buffalo, NY /  
May 2018 / Story 
 
Personal information, including names, 
Social Security numbers, and dates of 
birth, of current and former Global 
University students was compromised 
when a misconfiguration of database 
left it open on the Internet.  

Global University, MO /  
May 2018 / Story 

 
The names and social security numbers 
of 46 employees and their families 
were displayed in error on an internal 
website. 

Columbia College /  
Mar 2018 / Story 

http://deltadailynews.com/mvsu-campus-loses-internet-after-ransomware-attack/
http://www.ktva.com/story/37569951/ua-data-breach-appears-to-target-tax-info
https://www.jconline.com/story/news/local/purdue/2018/05/30/purdue-warns-patients-their-information-might-compromised/655611002/
https://www.mychamplainvalley.com/news/local-news/uvm-warns-faculty-students-of-potential-breach-of-personal-data/1198682851
http://www.toledoblade.com/Education/2018/05/18/UT-alerts-faculty-students-of-lost-flash-drive-containing-Social-Security-numbers.html
http://www.ubspectrum.com/article/2018/05/ub-logins-stolen-in-data-breach
https://www.prnewswire.com/news-releases/global-university-provides-notice-of-data-breach-300644987.html
http://www.columbiachronicle.com/campus/article_3f80dad8-23f2-11e8-97da-23e5f572b8f3.html
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A hard drive containing the personal 
data of 15,000 people was stolen from 
Fresno State University. Personal 
information on the drive included names, 
addresses, phone numbers, birth dates, 
credit card numbers, driver’s license 
numbers, and full or partial Social 
Security numbers. 

Fresno State University /  
Mar 2018 / Story 
 
An associate professor at the University 
of Washington accidentally emailed a 
spreadsheet to 85 students, faculty, and 
staff that contained name, gender, 
citizenship status, and ethnicity of 
9,000 applicants.  

University of Washington /  
Mar 2018 / Story 
 
A spreadsheet containing names, email, 
ID numbers, and home addresses of 
362 students was sent in an email 
attachment. 

St. Louis Community College /  
Mar 2018 / Story 
 
A former employee inappropriately 
accessed a University of North Georgia 
database containing name, ID number, 
gender, major, concentration, dorm or 
commuter status, class, address, phone 
number, adviser name, email and 
campus.  

University of North Georgia /  
Feb 2018 / Story 
 
A school laptop was stolen out of an 
employee’s car. The laptop contained 
names, Social Security numbers, dates 
of birth, subscriber member numbers 
and/or health insurance information of 
over 2,500 individuals.  

California College of Arts /  
Feb 2018 / Story 
 
 
 

 

Financial Loss 

The email account of the CFO of Northwest University was compromised, allowing hackers 
access to the account. A legitimate payment of $60,000 was re-routed by the hackers.  

Northwest University, WA / May 2018 / Story 
 

http://www.govtech.com/security/Stolen-University-Hard-Drive-Potentially-Exposes-Thousands-of-Records.html
http://www.dailyuw.com/news/article_e0a77a86-201c-11e8-8a8e-d76f00d0261e.html
http://www.kmov.com/story/37628377/st-louis-community-college-investigating-possible-student-data-breach
http://ungvanguard.org/2018/02/in-banner-security-breach-former-employee-accessed-protected-student-data/
https://oag.ca.gov/system/files/CCA%20-%20Regulator%20Notice%20-%20CA%20-%20FINAL_0.pdf
https://www.kiro7.com/news/local/email-account-of-northwest-universitys-cfo-hacked-school-out-nearly-60000/744040954
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